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Abstract - In order to obtain an appropriate, high level of
security, a number of architectural elements for secure down-
loading of software to a software defined radic (SDR) ter-
minal have been pointed out. They include four different
cryptographic techniques and employment of tamper resistant
hardware. The cryptographic techniques employed are: {a) a
secret key encryption technique; (b) a public key encryption
technique; (c) a technique for cryptographic hashing and (d) a
technique for digital signatore. Particularly, a protecol for ex-
changing cryptographic components in an automatic manner
without any assistance from the user, is proposed. Implemen-

tation characteristics of certain cryptographic components are-

also discussed.
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I. INTRODUCTION

One of the most pressing issues for the commercial intro-
duction of software defined radio {SDR) systems ([1] - [5])
is the authentification and verification of integrity of the soft-
ware that is downloaded [6]. For a SDR terminal, since repro-
grammable hardware is used, if the software is illegally mod-
ified from when it was submitted to the authorities, then the
use of such software may cause the wircless device to emit ra-
diation illegally, which may cause interference to other users
or physical harm to the user.

Therefore, there must be a method of ensuring that the soft-
ware downloaded is intact and has not been modified (verifi-
cation of integrity) and that it has obtained government ap-
proval (authentification). Furthermore, in the event that some
illegally modified software is created, there should be some
mechanism to prevent the spread of that illegal software. Asa
further necessity for the introduction of a software download-
able SDR system, the software should be protected against
theft by people or companies who would like to know the de-
tails of the software employed by a rival company.

Although the significance of the security issue is recog-
nized in a number of documents and papers, precise proposal
of a framewortk for solving the problem has been considered
only very recentty.

In this paper, following the recently reported results in
[7], we discuss certain architectural clements of a system

0-7803-7589-0/02/$17.00 ©2002 |EEE

for secure software download. The consideration includes a
proposal for the protocol framework for exchanging crypto-
graphic components, as well as discussion of certain imple-
mentation issues.

Section II summarizes the background and motivation for
our work. A system for the secure downloading is summa-
rized in Section 10. An approach for changing the crypto-
graphic components is proposed in Section IV. Certain im-
plementation issues are discussed in Section V. Finally, the
main conclusions are pointed out in Section VI.

H. BACKGROUND AND MOTIVATION

As a straightforward attempt based on existing security
techniques developed for Internet or wireless communica-
tions, several methods of secure download have been consid-
ered ([9], [10]) or could be considered. These include SSL
based security, WEP (Wired Equivalent Privacy) based secu-
rity and some dedicated SDR proposals. The European group
IST-TRUST has been undertaking rescarch into secure soft-
ware download ({31, [4], [11]).

On the other hand it is important to note that recently it has
been shown that both SSL and WEP have certain weaknesses
(112), 113], [14]). The discussion of SSL and WEP implies
that current versions cannot be recommended for SDR pur-
poses.

In {7] a framework for the secure download of software, in-
cluding the ability to exchange security components was pro-
posed. This framework viclds a conceptual solution and its
intention was not to discuss all details, particularly due to the
fact that details of software downloading itself are not speci-
fied yet [8], and so development of these details is required.
Accordingly, the intention of this paper is to address some of
these issues.

III. AFRAMEWORK FOR THE SECURE
DOWNLOAD

A. Main Characteristics

The proposed secure downloading system is based on cer-
tain collections of cryptographic primitives (hashing, digital
signature and ciphering) and the keys. During downloading,
only one component selected from each of the collections is
employed.

In the proposed system a unique collection of secret keys
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Fig. 1. Tamperproof security module showing four major components.

is assigned for the purpose of symmetric encryption to each
witeless terminal. Tamper resistant hardware is employed to
provide a secure storage for the terminal secret key to be used
for decrypting of the symmetric key encrypted data (Fig.1).
It has been reported that software implementation of secu-
tity functions offers only kimited physical secunty, particu-
larly with respect to the key storage [18]. Each terminal also
contains a collection of public keys of the verification or ap-
proval authority (usually the government) for the data to be
dowmloaded.

We note that the proposed system is an end-to-end encryp-
tion system, that is, the data is encrypted at (or very close
to) the source and decrypted at the wireless terminal rather
than a wireless securtty system. Most cutrent proposals are
wireless standards security proposals. That is, the security is
employed by the wireless provider alone, for the over-the-air
link, and this has two drawbacks. First, the attacker could
try and steal the sofiware before being transmitted to the user
and secondly and more importantly, all users and terminals
must use the same security measures. In the case that a weak-
ness exists, the standards must be revised, as has been shown
with security in WEP or GSM, for example. Furthermore the
wireless link may not be the only method for downloading of
software.

Software defined radios will encompass several wireless
standards. Therefore, a system is required that is indepen-
dent of any particular wireless standard used. The proposed
system is independent of any wireless secunity methods em-
ployed.

B. Digital Signature for Authentification of Origin and Veri-

Sication of Integrity

The generation of the digital signature is shown in Fig, 2.

First, the software or program file and the appropriate hard-
ware is submitted to the authorities for testing, or as is cur-
rently the case test results are submitted and approved. Once
the combinatior of software and hardware has been approved,
the fingerprint or hash H of the software will be signed using
the approval anthorities secret key SK. No one apart from
the appropriate agency has access to or knowledge of this se-
cret key. The digital signature DS generated is unique for a
particular piece of software 7 due to the nature of the hash
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Fig. 2. Digital signing of program file by government approval agency after
testing and ensuring software meets appropriate regulatory guidelines.

function hash, and now if the terminal manufacturer changes
the softwate, they must reapply to have the software validated
again.

The digital signature is

DS = Egp(H) where H = hash(D).

The digital signature consists of a hash and an encryption
function. Even if the hash function is a well known one, the
encryption of the hash function by the approval authorities
secret key SK makes it extremely difficult 10 forge the digital
signature for that piece of software. The software program file
is now signed as being legitimate, that is approved software.
However, the program file is still able to be read and is not
encrypted.

C. Encryption to a Particular Terminal

The encryption of the file and the digital signature is done
by using a secret key K, which is unique to each terminal.
One copy of the key is stored in the tamperpr only that ter-
minal has the knowledge of the secret key. The secret key is
stored in tamper proof hardware on the terminal device, Since
symmetric encryption technigues are used, the encryption and
decryption is usually faster then asymmetric techniques. This
is an advantage for real-time gncryption and also for speedy
decryption of the encrypted file. Savings in battery consump-
tion can also be expected compared to asymmetric encryption
techniques.

In the unlikely event that a secret key is stolen, the attacker
still cannot generate legitimate software since they cannot
correctly digitally sign any software without also the govemn-
ment’s secret key. Even if that was stolen as well, the most
danger that could be done is the generation of illegal soft-
ware for at most one terminal. Incorrect or otherwise modi-
fied software cannot be distributed to every terminal without
knowledge of each terminals’ individual secret key.
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Fig. 3. Generation of encrypted program file to a specific terminal by the
handset manufacturer by using the stored secret key of that particufar termi-
nal.

It must be noted that since the distribution of keys is ac-
complished at the time of manufactyre, therc is no need to
have a method to securely distribute the keys after that time.

D. Operation at Softiware Defined Radio

The decryption and verification of the downloaded soft--

ware is shown in Fig. 4. First the encrypted file is decrypted
using the terminal secret key K.

D' = Eg(8) where D' = D+ DS

Next, the digital signature DS is checked using the approval
authorities” public key PK, availabl to all terminals.

H = Epg(DS)

Using the hash function the decrypted file hash or fingerprint
is calculated Hrocar = hesh(D), and if the two match
{H == Hpocat) then the sofiware 1s legitimate and has not
been modified since it was approved.

- Based on this verification of integrity and authentification,
the file should be downloaded inio the reconfigurable logic,
such as an FPGA. If the fingerprints do not match, then the
software has been modified or is not signed and approved by
the government, and is not loaded and the appropriate emor
messages should be displayed to the vser.

IV. APROTOCOL FOR EXCHANGING OF
CRYPTOGRAPHIC COMPONENTS

Our proposal includes the possibility to change any of the
cryptographic components employed. Inclusion of this possi-
bility was motivated by the reality that the security evaluation
of currently available cryptographic techniques can point out
the weaknesses but can not yield a definitive proof of security.
In'other words, the current security evaluation cannot identify
all weaknesses of a cryptographic primitive. It may be broken
by some cryptanalysis technigues developed at a later stage.
A recent discussion of this issue is reported in [16], as well.
An illustrative example is the A5 cipher used in GSM. After a
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Fig. 4. Processing of the downloaded program file on the terminal hardware.
Specifically, the security fogic component is shown here.

number of years and widespread use serious weaknesses and
its breakability have been reported [15].

In order to minimize the negative effect of the possible sit-
nation that 2 manufacturer initially has employed a crypto-
graphic primitive which appears to be undesirably weak, or
a key is stolen or compromised, the proposal of the system
for secureé downloading includes the possibility for exchang-
ing any of the currently used cryptographic primitives or keys
with a new one, in an automatic manner.

A. Underlying ldeas

The goals of the proposal for the changeability of the cryp-
tographic components include that the exchange should be
completely automatic, requiring no mntervention by the user.
The user should not be aware that an exchange has been per-
formed.

In order to support changeability of the cryptographic com-
ponents we propose an approach which includes:

« a collection of at [cast two different cryptographic prim-
itives for each of the required cryptographic functions
(hashing, digital signature, encryption); each collection
contains an element which is used by default, and a num-
ber of optional ones (with at least one optional element);

« a collection of the keys for the symmetric ciphering and
digital signature, each containing at least two different
keys;

= a protocol for updating the collections of the crypto-
graphic primitives and the keys.

The addition of redundancy in each cryptographic compo-~
nent is an extra burden for the SDR terminal, however com-
bined with an appropriate protocol it provides security even
when some components are compromised. It is assumed that
in each time instant at least one element from each of the
collections of cryptographic components can be considered
secure and that the software downloading protoco! should
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support downloading of an alternative cryptographic compo-
nents. The procedure for updating a certain element of each
of the collections in general is carried out at the same time as
other software is downloaded (see Fig.5(b)).

The downloading protocol includes information whether
the default cryptographic primitives and keys should be em-
ployed or other selections should be made. For example en-
cryption primitive #1 is used by default, but a weakness is dis-
covered. Forthe next program file software download {and for
the download of new software to replace encryption primitive
#1) we need the download protocol to specify that encryption
primitive #2 should be used until #1 has been replaced.

B. Protocol for Exchanging

The decision to update any of the cryptographic compo-
nents is the exclusive right of the manufacturer. We envis-
age three download scenarios. The first, shown in Fig.5(a)
is where the software only is updated after a request from
the manufacturer. In the case that the security component
also needs to be updated, the additional security component
is appended to the software which is requested, as shown in
Fig.5(b). This would be used for non-urgent updating of se-
curity components.  Furthermore, an urgent update can be
carried out as shown in Fig.5(c). In this case no software is
downloaded. Atall times the user is unaware that the security
components have been updated, that is the process is entirely

automatic and transparent to the user.
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Fig. 5. Protocol dizgram for downloading sofiware and security components
showing 3 cases: (a} software only download {b) software and security com-
ponent download {c) security component onty download.

To ensure complete security, the new cryptographic com-
ponents must be encrypted during the download procedure.

Since we assume that at least one component has been iden-
tified as weak, necessitating a new component downioad, we
cannot use this component during the download procedure.
That is, we cannot use the default setting of all components.
The function of the header shown in Figs.5,6 is now ex-
plained. First, in Fig.6(a) a normal software downlead is
showm. The function of the header in this case is to show
that the defauit cryptographic components should be used.

{a) Nomnal Opesation
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T [Replace private koy #1
witt private key atmched]

. Fig. 6. Protocol diagram to replace one of the cryptographic components
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when it is compromised: (a) normal operation (b) replacement of compro-
mised component

Now assume that private key #1, one of the cryptographic
components is somehow compromised. The default cannot
now be used for download of software or updating of the cryp-
tographic components. Therefore, the header specifies that
one of the redundant components (at least 2 components for
each element must be specified at the terminal) shoutd be used
for this download. Therefore, the security of the software and
update of the cryptographic component cam be assared.

Later, offline the terminal ¢an now update the compromised
security component with the new one received during the soft-
ware download.

V. A DiSCUSSION OF CERTAIN -
IMPLEMENTATION ISSUES

As an illustration, the performances of certain crypto-
graphic components are given in the following two tables.

According to [19], Table 3 shows the performance illustra-
tion on the restricted platforms like Palm Vx or Visor.

On the other hand, an illustrative comparison of the per-
formance of certain cryptographic hash functions was carried
out by computer simulation on a Pentinm 11 450MHz class
machine running FreeBSD and processing a 766k-bytes file.
The execution times are shown in Table 11. The software used
was C++ library routines as supplied by [20].

For specification of the employed cryptographic compo-
nents see [17] or [18], for example.

Particularly, note that the results in Table II show that not
all algorithms achieve the same performance, and there is a
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TABLEI
PERFORMANCE OF CERTAIN CRYPTOGRAPHIC COMPONENTS ON
LOW-POWER PROCESSORS [19].

cryptographic data average
component execution
ume
Palm Vx Visor
L (20MHz) | (33MHz)
[ RSA
(kay: 768-bit)
verify 288 bits 866ms 496ms
RSA
(key: 1024-bit)
verify 288 bits 1433ms 806ms
MD5 32768 bits 90ms 50ms
SHA 32768 bits 234ms 128ms
RC4 32768 bits 172ms 93ms
TABLE I

COMPARISON OF AVERAGE EXECUTION TIMES OF SOME
CRYPTOGRAPHIC HASH FUNCTIONS ON A MODERATELY POWERFUL
PROCESSOR ASSUMING 766K-BYTES DATA.

hash function name | av. execution time [ms]
MD5 93
SHA 231
SHA256 538
RIPMED 300

wide choice to be made as to which cryptographic primitives
are employed by the manufacturer. As shown with the hash
functions, a performance difference of more than five times
can be seen among the different algorithms.

Also, note that the reconfigurability of cryptographic prim-
itives may be used to provide different levels of security for
different functions, all in the one device. For example, a com-
mercial SDR terminal may become a government level secure
terminal simply by changing components.

VI. CONCLUSIONS

We have discussed a scenario for the approval, confidential
transmission and verification of software to be downloaded
for a software defined radio system, as weil as preventing us-
age of unapproved orillegally created seftware. The system is
based on initial setting of the cryptographic components (by
a mannfacturer) which can be if necessary exchanged later
in an automatic manner without any assistance or interaction
from the user. Particularly note that no secure key distribu-
tion network is required. Responsibility for security of the
cryptographic primitives and the keys rests mainly with the
manufacturer.

Particularly, we have propesed a protocol for exchang-
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ing the employed cryptographic primitives. A discussion on
implementation issues of the cryptographic components is
given, as well.
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